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READY OR NOT, U.S. | NFORVATI ON OPERATI ONS

Rel i ance upon informati on technol ogy has i ncreased
significantly over the past few years and continues to rapidly
expand across the globe. According to Mbore' s Law,

m croprocessor speeds are hypothesized to double every 18
months.' Increases in processing speed, reduced cost, and
greater availability all contribute to the growh in information
t echnol ogy dependence. It would be very difficult for the
majority of the world to get through the day w thout having the
ability to turn on a conputer and access the Internet. The
information age is upon us.

The inportance of maintaining control of information has
i ncreased proportionally with the dependence upon using the
systenms. The term*®“informati on operations” was devel oped to
focus the U S mlitary on the inportance of information in
this new era. | nformati on operations are defined as “actions
taken to affect adversary information and informati on systens
whi | e defending one’s own information and information systems”.?
The nost recently published National Security Strategy, witten
during President Cinton's term states, “we are commtted to
mai ntai ning informati on superiority—the capability to collect,
process, and dissem nate an uninterrupted flow of information

whi | e exploiting and/or denying an adversary's ability to do the

! Accessed at www.intel.com/research/silicon/mooreslaw.htm.

? Joint Chiefs of Staff, “Joint Policy on Information Operations-JCS PUB 3-13”, October 1998, Pg. Vii.


http://www.intel.com/research/silicon/mooreslaw.htm

same”.® Joint Vision 2020 states, “The continued devel opnent

and proliferation of information technologies will substantially
change the conduct of mlitary operations. These changes in the
i nformati on environnment make information superiority a key
enabl er of the transformation of the operational capabilities of

n 4

the joint force. For at |east the |last 4 years, the

Depart ment of Defense has obligated noney towards ensuring the
US mlitary is prepared to conduct information operations.
This paper attenpts to determ ne whether or not the U S.
mlitary is ready to conduct information operations.

Just what are information operations? “Theoretical concepts
of war in cyberspace at the one end of the spectrum and the
pragmati c devel opment of the limted concept of Command and
Control Warfare (C2W at the other, have now matured into the
regularly redefined integrating strategy of Information

n5

Oper at i ons. | nformati on Qperations, according to JCS Pub 3-
13, are divided between offensive capabilities and defensive
capabilities. The offensive capabilities “include, but are not
l[imted to, operations security (OPSEC), mlitary deception,
psychol ogi cal operations (PSYOPS), electronic warfare (EW

physi cal attack/destruction, and special information operations

3 White House, “A National Security Strategy for a New Century”, December 1999, Pg. 12.
4 Joint Chiefs of Staff, “Joint Vision-2020,” Pg. 3.

> Andrew Garfield, “Information Operations as an Integrating Strategy: The Ongoing Debate,” Cyberwar
3.0, Pg. 261.
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(SIO, and may include conputer network attack. Def ensi ve
information operations include: “information assurance, OPSEC,
physi cal security, counter deception, counterpropaganda,
counterintelligence, EW and SIO "’

Wth the exception of conputer network attack, the functions
listed under offensive information operations are functions that
the mlitary has perfornmed tine and tinme again. Exanples of
OPSEC, mlitary deception, PSYOPS, EW and physical attack can
be drawn from alnost any mlitary conflict. Specific joint
doctrine provides gui dance over the follow ng functions:

OPSEC JCS Pub 3-54 Joint Doctrine for Operations Security
Deception JCS Pub 3-58 Joint Doctrine for Mlitary Deception
PSYOPS JCS Pub 3-53 Doctrine for Joint PSYOPS

EW JCS Pub 3-51 Joint Doctrine for EW

Physi cal destruction is, of course, the main elenment of mlitary
force and is included throughout doctrine. The inportance of

t hese functions, although not always practiced, is well
under st ood.

The sane can be said for the pillars of defensive
| nformati on Operations. The attack on the USS COLE hei ght ened
OPSEC awar eness and i ncreased the requirenent for inproved
physi cal security. The inportance of defending oneself or
critical information against an attack, whether through physical

attack, EW propaganda, intelligence collection, or cyber neans,

is also well understood. The sane doctrine identified in the

® Joint Chiefs of Staff, “Joint Policy on Information Operations-JCS PUB 3-13,” October 1998, Pg. Viii.

" Ibid. Pg Viii.



previ ous paragraph provides the guiding principles to ensure the
pillars of defensive Information Operations are effectively
carried-out.

It is no coincidence that the “conventional” aspects of
information operations match directly with the focus behind C2W
“C2Wis the integrated use of PSYOP, mlitary deception, OPSEC,

n 8

EW and physical destruction. Specific training has been
provided to U S. enlisted personnel and officers making them
experts in each of these fields. Equipnment has been procured to
ensure U.S. maintains suprenacy in each of these areas. The

| egal aspects of each of these pillars are also understood.

| nformati on operations evol ved fromthe C2W concept by addi ng
the cyber domain. The U S. is certainly capable and ready, as
evi denced by DESERT STORM to conduct C2Woperations, but in
order to be ready to conduct information operations it mnust al so
be prepared to conduct war in the cyber domain.

First, on the offensive cyber front of Information
Operations, conmputer network attack is certainly technol ogically
feasi ble. Conputer hackers carry out conmputer network attacks
daily. The tools required to conduct these attacks are readily
avai | abl e throughout the Internet for free. Al one needs is a
conputer and limted expertise to conduct a conputer attack and
wage cyber war.

The U. S. understands that conputer network operations

(conputer network attack and defense) are pertinent aspects of

8 JCS Pub 3-13.1, “Joint Doctrine for Command and Control Warfare,” 7 February 1996, Pg. V.



future wars and certainly has the technol ogy and expertise to
carry out attacks. In October 2000, U S. Space Conmmand t ook
charge of conputer network attack (CNA). The Joint Task Force-
Comput er Networ k Defense was renanmed the Joint Task Force-
Comput er Networ k Operations and subordi nated to U. S. Space
Command. “As with any mlitary capability, the U S wll only

» 9

enpl oy CNA after careful policy and | egal review The | egal
issue is significant and conplex. U S. CNA can be classified
into two scenarios: attacks during war and retaliatory
operations follow ng a conputer network attack against U. S.
assets.

If an attack was carried out against a country in which the
US was at war with, the CNA agai nst the eneny nation could be
| egal. However, “By treaty and |ongstanding customary | aw, the
territory of neutral states is supposed to be inviolable by the

» 10

forces of belligerents. This nmeans that if an attack crosses
t hrough or uses a neutral nation’s network then it would
infringe on that neutral nation’'s territory. The attack could
be considered illegal and an act of war against the neutral
nation. Additionally, if the neutral nation did nothing to
resi st the passing of the attack then it could becone a
legitimate target of the attacked country. The | aw when

originally witten never envisioned a world connected via a

? Space Daily, “US Space Command Takes Charge of Computer Network Attack,” 2 October 2000, Pg. 1.

0 Lawrence T. Greenberg, Seymour E. Goodman, Kevin J. Soo Hoo, “Information Warfare and
International Law,” 1998, Pg. 26.



gl obal network. Therefore, the question ends up being whether a

CNA that uses a neutral nation’s network is considered a

physical event. |If it is, thenit is illegal. If it is not,
then it is legal. International |aw has not yet resolved these
anbi guities.

In the case where the U S. has been attacked and has
determned that retaliation is in order, the lawis even nore
pertinent. “A governnent cannot respond to an attack
successfully unless it can identify the attack’s source.”™
Sources of attacks can cone froman individual, a group, or a
nation. Ildentifying this source is not easy. Usually the only
i ndi cator of the attacker is an Internet Protocol (IP) address.
Attackers have the capability to mask their true identity or
conduct attacks through nmultiple innocent |IP addresses.

Besi des determ ni ng who conducted the attack, one nust prove
that the act was nationally sponsored before retaliation in or
agai nst anot her country can commence. National sponsorship
could prove even nore difficult to pin down. However, this does
not differ nmuch fromthe work being done to tie terrorist groups
to nations that support them |Intelligence sources certainly
will play a significant role in determning the legality of a
retaliatory strike, whether via physical neans or cyber neans.

The majority of the conputer incidents will initially be
handl ed by | aw enforcenent neans. Cooperation between nations,

and the extradition of individuals are the nost probable since

" bid. Pg. 72.



absolute proof is difficult to obtain. However, depending on
the | evel of cooperation with possible suspect nations, the U S.
may deci de to conduct an attack, possibly covertly.

“I'nternational |aw | eaves space for the U S. and others to
conduct information warfare activities, perhaps even in

» 12

peacetinme, wthout significant |egal repercussions. However,
t he unresol ved | egal anbiguities coupled with the difficulty in
identifying culprits make it difficult to “pull the trigger”
International treaties regarding the use of the gl obal network
and nutual cooperation in identifying culprits are certainly
needed to allowthe U S. to use CNA nore readily. However,
treaties and laws will not stop individuals and groups who have
little regard for international |law from carrying-out attacks.
Because of this, a good, effective defense (information
assurance) is paramount. The threat is real. Individuals,
groups, and state sponsored elenments pose a threat not only to
the US mlitary, but also U S. critical infrastructure. *“W
(China) should formally turn nonmlitary activities such as
conmput er hacking, financial intrusion, and nedia propaganda into
nmet hods of warfare and form a many-stranded “conbi nati on of non-
restriction” with the aimof defeating the eneny and w nning

» 13

victory.

2 Ibid. Pg. 93.

1 Unrestricted Warfare, Qiao Liang and Wang Xiangsui, PLA Literature and Arts Publishing House,
February 1999 accessed at www.terrorism.com/infowar/index.shtml.
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Dr. Hanre, fornmer Under Secretary of Defense, recognized the
necessity for a good defense in order to maintain the capability
to process information uninterrupted. He devel oped the “layered
def ense” approach and inplenented it across the Departnent of
Defense. MIllions of dollars have been spent on firewalls and
intrusion detection software. |ndividual services stood up
m ssi ons, Naval Conputer Incident Response Team ( NAVCI RT) and
Air Force Computer Enmergency Response Team (AFCERT), responsible
for overseeing conputer networks. However, this has not proven
to be enough. “In 1995, the Defense Information Systens Agency
estimated 250,000 attacks by hackers on the Pentagon’s
uncl assi fi ed systenms—and 160,000 successful entries.”” The *“
Love You” virus inconvenienced nost of the Departnent of Defense
conmput er systens.

To be able to deter conputer terrorists fromwanting to
attack systens is what is truly desired. Al efforts should be
made to effect deterrence. The Russians have taken this to an
extreme by threatening nuclear retaliation if they are subject
to an information attack.®

“Nations and non-state actors that do not operate under
“Western val ues” see a passive posture as a sign of weakness

that creates targets of opportunity.”” The U S. nust be

4 M.J. Zuckerman, “Post-Cold War Hysteria or a National Threat”, USA Today, June 5, 1996.

'3 Stephen Blank, “Russia’s Armed Forces on the Brink of Reform”, October 1997 accessed at
www.fas.org/nuke/guide/russia/agency/RussiasArmedForcesontheBrinkofReform.htm.

' Arnaud de Borchgrave, Frank J. Cilluffo, Sharon L. Cardash, Michele M. Ledgerwood, “Cyber Threats
and Information Security—Meeting the 21% Century Challenge”, May 2001, Pg. 28.
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prepared to forcibly stop, whether it is via covert or overt

met hods, attacks agai nst key conputer systenms. Preferably, the
capability shoul d be devel oped to perform an i medi ate
retaliatory strike when an attack is attenpted. The conputer
that is being used to attenpt the attack, whether or not the
attack is successful or not, should be accessed for evidence and
possi bly destroyed. Again, this is difficult in that one is not
al ways i mredi ately sure who is performng the attack. |If
technologically feasible this *“hack-back” should be attenpted in
order to gain evidence that the conputer in question actually
conducted the attack. The ability to damage or destroy the
conputer imrediately serves as a good deterrent.

CNA becones a significant deterring agent. In order to
“assure” information defense is inportant, but the ability to
deter attacks is even nore beneficial. |In order to effectively
deter an attack via conputer neans the issues previously
identified in the retaliatory CNA section of the paper nust
first be overcone.

In conclusion, the U S. is and has been ready to conduct
C2W  Much work has been acconplished in preparing the
Department of Defense to performinformation operations in the
conpl ete sense. However, if both offensive and defensive
information operations are to be effective nore has to be done
to enable CNA to be perfornmed whenever necessary. The
anbiguities surrounding international |aw nust be clarified.
Coal i tions nust be established that pronote a common

under st andi ng of when CNA is | egal and against which targets it



may be performed. Technol ogy nust be enhanced to fingerprint
the attacker imedi ately and enable a counter-attack. This
ability will not only assist with retaliatory offensive
operations, but also pronote a nore thorough defense of
information in the quest to achieve and maintain information

superiority.

10
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Executi ve Sunmmary

Is the U S mlitary prepared to conduct infornmation
operations? The term “information operations” is defined.
| nformati on operations are divided into offensive and defensive
categories, but it can also be divided into command and contr ol
warfare (C2W and conputer related functions. The U S mlitary
knows how to and is ready to conduct C2W Exanples of effective
C2Wcan be found in many, if not all, recent conflicts.

Doctrine has been devel oped to performall the elenents of CW
but it has not been devel oped to perform Conputer Network Attack
or effective information assurance.

Since the U S mlitary understands and has perfornmed C2W
then in order to be ready to conduct information operations the
nation nust al so be ready to conduct conputer network attack and
informati on assurance. It is shown that legal ram fications and
technol ogical difficulties in identifying attackers hinder the
ability to performeffective conputer network attacks. It is
al so denonstrated that the current policy of defense-alone is
not enough to “assure” U S. information. Attackers nust be
deterred through retaliatory attacks.

In conclusion, the U S. is not quite ready to conduct
information operations. Until international |egal anbiguities
are resolved, coalitions built, and technol ogical fixes put in
pl ace that can imediately identify attackers, CNA will not be
able to be used as required. Until CNA can be effectively used,
the ability to deter attacks is Iimted and the quest to

mai ntain informati on superiority jeopardized.
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